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About the Author
Miriam Allred has spent the last 15 years configuring, testing, and troubleshooting wired and  
wireless networks. Miriam combines this wide range of technical expertise with pedagogy and 
instructional design training, allowing her to create technical training courses for both advanced 
and entry-level networking professionals. Miriam Allred has a Master’s degree from Cleveland State 
University and a Bachelor’s degree from Brigham Young University.

Introduction
This book is based on the Aruba Networks Security Fundamentals, Rev 20.41 course. It helps you 
prepare for the HPE6-A78 exam, a prerequisite for becoming an Aruba Certified Security Associate. 
The exam validates candidates’ knowledge, skills, and ability to describe common security threats and 
vulnerabilities. 

This guide provides an overview of foundational security technologies. Learn how to create a trusted 
network infrastructure with Aruba mobility solutions and switches. In addition to covering topics 
such as device hardening, the guide discusses implementing security at the edge with AAA, basic roles 
and firewall policies, dynamic segmentation, and endpoint classification. You will also learn about 
basic threat detection technologies and how to collect logs and alarms and use them to initiate an 
investigation.

Certification and Learning
Hewlett Packard Enterprise Certification and Learning provides end-to-end continuous learning 
programs and professional certifications that can help you open doors and accelerate your career.

We provide

– Professional sales and technical training and certifications to give you the critical skills needed 
to design, manage, and implement the most sought-after IT disciplines;

–  Continuous learning activities and job-role based learning plans to help you keep pace with 
the demands of the dynamic, fast-paced IT industry; and

–  Advanced training to help you navigate and seize opportunities within the top IT transforma-
tion areas that enable business advantage today.

As a Certification and Learning certified member, your skills, knowledge, and real-world experience 
are recognized and valued in the marketplace. To continue your professional and career growth, you 
have access to our large HPE community of world-class IT professionals, trend-makers and decision-
makers. Share ideas, best practices, business insights, and challenges as you gain professional connec-
tions globally. 
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To learn more about HPE Certification and Learning certifications and continuous learning 
 programs, please visit http://certification-learning.hpe.com

Audience
This book is designed for network engineers or help desk engineers with six months to one year of 
experience, working in either a corporate or Aruba partner environment.

Assumed Knowledge
Aruba Certified Network Security Associate is an entry-level security book, but it assumes that you 
have fundamental knowledge in wireless technologies and Ethernet switching.

Minimum Qualifications
It is assumed that you have worked at least six months to a year in networking and have a basic under-
standing of wired and wireless networks, as well as of Aruba switches and mobility solutions. You 
should have an interest in learning about how to improve network security.

Relevant Certifications
After you pass these exams, your achievement may be applicable toward more than one certification. 
To determine which certifications can be credited with this achievement, log in to The Learning 
Center and view the certifications listed on the exam’s More Details tab. You might be on your way 
to achieving additional certifications.

Preparing for Exam HPE6-A78
This self-study guide does not guarantee that you will have all the knowledge you need to pass the 
exam. It is expected that you will also draw on real-world experience and would benefit from com-
pleting the hands-on lab activities provided in the instructor-led training. To pass the certification 
exam, you should be able to describe common security threats and vulnerabilities. The exam also tests 
a candidate’s knowledge of device hardening, implementation of security at the edge with AAA, basic 
roles and firewall policies, dynamic segmentation, and endpoint classification. It covers basic threat 
detection technologies, collecting logs and alarms.

Recommended HPE Training
Recommended training to prepare for each exam is accessible from the exam’s page in The Learning 
Center. See the exam attachment, “Supporting courses,” to view and register for the courses.
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Obtain Hands-on Experience
You are not required to take the recommended, supported courses, and completion of training does 
not guarantee that you will pass the exams. Hewlett Packard Enterprise strongly recommends a com-
bination of training, thorough review of courseware and additional study references, and sufficient 
on-the-job experience prior to taking an exam.

Exam Registration
To register for an exam, go to https://certification-learning.hpe.com/tr/learn_more_about_exams.html
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1 Security Threats and the 
Aruba Security Strategy

EXAM OBJECTIVES

�	Describe common security threats, including malware, denial of service (DoS), spoofing, 
man-in-the-middle (MITM), and social engineering 

� Identify the difference between a threat and a vulnerability 

�	Describe a kill chain and attack stages

Assumed Knowledge
 Basics of IP networking

 Basics of Ethernet switching

 Basics of 802.11 wireless networks

Overview
This chapter lays the groundwork for the rest of the study guide. In it you will learn about the threats 
to organizations’ networks and the reasons why organizations require rigorous security more than 
ever before. You will then apply what you have learned in an activity.

Next you will learn about the specific stages of cyber attacks, from reconnaissance to extracting data 
onto the hacker’s device.

Finally, you will learn why customers need to embrace a zero trust strategy for securing their network. 
You will examine the Aruba strategy for delivering a zero trust network and get an overview of the 
pieces of the strategy that this study guide will cover.

Confidentiality, Integrity, and Availability (CIA)
Before you dive into an examination of threats against network services, take a moment to examine 
what these threats might compromise and what a secure network should deliver.
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As defined by widespread industry models, a secure network should provide confidentiality, integrity, 
and availability (CIA). Confidentiality, sometimes called privacy, means that no one can read a mes-
sage except the intended recipient. Integrity means that the message that the recipient receives 
matches the message that the actual transmitter originally sent. No one replaced the message with a 
different one or tampered with the message’s contents. Integrity is related to authenticity, which 
means that the supposed transmitter of the message is the actual transmitter. These two pillars in 
the CIA model relate to the security of communications. The final pillar, availability, ensures that 
network services are available for legitimate users.

Throughout this chapter, you will look at threats to confidentiality, integrity, and availability. The rest 
of this study guide will explain how you can use an Aruba network infrastructure to fight those 
threats.

Threat Overview
Threats
You will begin by looking at common threats and the risks that they pose to your customers’ networks 
and business.

A threat broadly refers to any action executed or initiated by a bad actor who uses or attempts to use 
the network inappropriately.

The results of threats include:

Data breaches, in which data is improperly exposed to those who are not authorized to use that data 
and want to use the data for their own purposes; for example, threats can expose users’ credit card 
information or government-issued IDs.

Loss of network service; for example, threats can prevent legitimate users from reaching a company’s 
web page.

Vulnerabilities versus Threats
To properly secure your network from threats, you need to understand the relationship between 
threats and vulnerabilities, as shown in Figure 1-1.
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Vulnerability

A vulnerability refers to a state in which a device or network is vulnerable to a threat. A vulnerability 
does not necessarily mean that an issue has occurred, but the risk of an exploit or attack is present. 
For example, a server operating system might have a bug that a hacker could exploit to cause the 
server to become unstable. Or perhaps software was coded in such a way that unintentionally allows 
hackers to gain privileged access without the proper credentials. Applications can also have vulnera-
bilities, as can the operating systems on network infrastructure devices.

Patches

When security teams discover vulnerabilities, they inform the device, software, or OS vendor, which 
can then create a “patch” that closes the vulnerability. Vendors might push the patch to devices auto-
matically—this is often what you are seeing when a window on your computer pops up, telling you 
that you need to restart your system to apply updates.

In a data center environment, security teams and server admins often work together to test those 
patches. After they have verified that the patches do not cause unintended changes to their servers’ 
functionality, they deploy the patches. In a network environment, you also typically investigate and 
test software updates before deploying them in a production network.

Zero-Day Vulnerabilities and Exploits

A zero-day vulnerability means that the vulnerability exists, but the vendor does not yet know about it.

A zero-day exploit means that unethical hackers have discovered the vulnerability and begun to 
exploit it before the vendor is aware of the vulnerability or before the vendor is able to create a patch. 
Because no patch yet exists for the vulnerability, many systems can be susceptible to the threat, making 
zero-day exploits highly dangerous.

Bug or unexpected 
behavior that 
permits exploit

Vendor fix that 
closes the 
vulnerability

Exploit of a 
vulnerability that 
vendors have not 
found or patched

Vulnerability Patch Zero day threat 
or exploit

Actual exploit of 
the vulnerability

Threat

Figure 1-1: Vulnerabilities versus Threats




