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About the Author
Miriam Allred has spent the last 12 years configuring, testing, and troubleshooting HP and HPE 
Aruba wired and wireless networks. Miriam combines this wide range of technical expertise with 
pedagogy and instructional design training, allowing her to create technical training courses for both 
advanced and entry-level networking professionals. Miriam Allred has a Masters degree from 
Cleveland State University and a Bachelors degree from Brigham Young University.

Introduction
This study guide is based on the Aruba course titled Implementing Aruba Campus Switching Solutions. 
It is designed to help you study for the Implementing Aruba Campus Switching Solutions certifica-
tion exam (HPE6-A45) and delta exam (HPE6-A46) to achieve the Aruba Certified Switching 
Professional (ACSP) certification. The ACSP certification validates that you have the networking 
skills and expertise to design, implement and manage the modern network, based on Aruba wired 
and wireless solutions for campus networks.

Beyond certification, this guide will serve as a useful on-the-job reference for designing and configur-
ing Aruba networking solutions. Learn how to implement layer 2 technologies and layer 3 routing 
protocols to ensure a loop-free topology and resilient network. Study the essential mechanisms for 
securing the network such as access control lists (ACLs), 802.1X with Aruba ClearPass, MAC authen-
tication, and SNMPv3 as well as methods for controlling wireless access for guest users on campus. 
You will also learn how to configure Quality of Service (QoS) on AOS-Switches and understand how 
to implement features such as backplane stacking, Virtual Switching Framework (VSF), tunneled-
node, and more.

Certification and Learning
Hewlett Packard Enterprise Partner Ready Certification and Learning provides end-to-end continu-
ous learning programs and professional certifications that can help you open doors and succeed in the 
idea economy. We provide continuous learning activities and job-role based learning plans to help 
you keep pace with the demands of the dynamic, fast paced IT industry; professional sales and tech-
nical training and certifications to give you the critical skills needed to design, manage and imple-
ment the most sought-after IT disciplines; and training to help you navigate and seize opportunities 
within the top IT transformation areas that enable business advantage today.

As a Partner Ready Certification and Learning certified member, your skills, knowledge, and real-
world experience are recognized and valued in the marketplace. To continue your professional and 
career growth, you have access to our large HPE community of world-class IT professionals, trend-
makers and decision-makers. Share ideas, best practices, business insights, and challenges as you gain 
professional connections globally.
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To learn more about HPE Partner Ready Certification and Learning certifications and continuous 
learning programs, please visit http://certification-learning.hpe.com

Audience
This book is designed for networking IT professionals involved in implementing Aruba networking 
solutions. Implementation tasks include interpreting network architectures and customer require-
ments to install, configure, and manage Aruba networking solutions.

Assumed Knowledge
Typical candidates for this certification are networking IT professionals who have advanced-level 
implementation experience with Aruba wired switching solutions. It is assumed you have a minimum 
of 4 to 5 years of general networking experience and 2 years of experience focused on interpreting 
network architectures and customer requirements to install and configure Aruba solutions.

Minimum Qualifications
The pre-requisite qualification for the Aruba ACSP certification is the Aruba Certified Switching 
Associate (ACSA) V1.

Relevant Certifications
After you pass these exams, your achievement may be applicable toward more than one certification. 
To determine which certifications can be credited with this achievement, log in to The Learning 
Center and view the certifications listed on the exam’s More Details tab. You might be on your way 
to achieving additional certifications.

Preparing for Exam HPE6-A45
This self-study guide does not guarantee that you will have all the knowledge you need to pass the 
exam. It is expected that you will also draw on real-world experience and would benefit from com-
pleting the hands-on lab activities provided in the instructor-led training.

Recommended HPE Training
Recommended training to prepare for each exam is accessible from the exam’s page in The Learning 
Center. See the exam attachment, “Supporting courses,” to view and register for the courses.
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Obtain Hands-on Experience
You are not required to take the recommended, supported courses, and completion of training does 
not guarantee that you will pass the exams. Hewlett Packard Enterprise strongly recommends a com-
bination of training, thorough review of courseware and additional study references, and sufficient 
on-the-job experience prior to taking an exam.

Exam Registration
To register for an exam, go to http://certification-learning.hpe.com/tr/certification/learn_more_
about_exams.html
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1 Introduction to Aruba 
Solutions

EXAM OBJECTIVES

�	Describe market trends that are leading companies to implement a digital workplace

�	Describe how the Mobile First Network from Aruba, a Hewlett Packard Enterprise company, 
delivers the digital workplace

Assumed knowledge
Before reading this chapter, you should have a basic understanding of:

 IP addressing

 Open Systems Interconnection (OSI) model

 Wired networking protocols and technologies such as Spanning Tree Protocol (STP), link 
 aggregation, Virtual LANs (VLANs), switching, and routing

 Aruba Virtual Switching Framework (VSF)

Introduction
You will begin this chapter by examining the trends that are driving companies to move to a digital 
workplace and how Aruba’s Mobile First Network delivers the digital workplace. You will also briefly 
explore the solutions that are highlighted in this study guide.

Finally, you will review several technologies that you should understand before moving on to other 
chapters.

Digital workplace
HPE helps companies enable workplace productivity by helping them create a digital workplace.
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As you know only too well, the nature of work is changing. The new generation of collaborative 
 digital workplaces, an increase in Internet of Things (IoT) devices, and the increased speed of doing 
business on mobile are just part of this change that leads IT to ask the question—Is the network 
infrastructure ready?

In addition to the nature of work, the workforce itself is changing. According to Time magazine, mil-
lennials will make up three-fourths of the global workforce by 2025. (“Millennials vs. Baby Boomers: 
Who Would You Rather Hire?” Time.com, Mar. 2012.) These GenMobile workers are tech savvy and 
like to do their work using a variety of devices. They thrive when they can collaborate with new tools 
in an open environment. To be productive and experience job satisfaction, these new workers need a 
network that provides access for any device, anywhere they want to work.

Employers that want to attract and retain the best of this new workforce must pay attention to 
employees’ need to work where and how they want. A study by Cornell University reports 33% less 
attrition rate within companies that allow their workforce to work wherever they roam.

Creating and delivering new business models, solutions, and experiences require harnessing new 
types of applications, data, and risks. It also requires implementing new ways to build, operate, and 
consume technology.

Digital workplaces require a Mobile First Network
The Aruba Mobile First Network helps adapt to the challenges that attend mobile and Internet of 
Things (IoT), Bring Your Own Device (BYOD), and Unified Communications (UC). At the heart 
of the Mobile First network is the Aruba Mobile First platform, the intelligent software layer between 
the Aruba technology ecosystem and the Aruba Mobile First infrastructure (see Figure 1-1).

– Unclear and inconsistent policies with new hardware

– High cost for redundancy

– Proprietary software & systems

– Separate architectures and tools

– Lacks port, VLAN awareness

– App, device, user aware

– DevOps/Rapid app development approach

– Single hardware platform

– Multi-vendor software

Legacy Mobile First

Figure 1-1 Digital workplaces require a Mobile First Network
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The infrastructure must become application aware to adapt and respond in real time to meet these 
requirements.

The Mobile First platform makes the underlying Aruba Mobile First infrastructure smarter, enabling 
it to adapt to idea-economy innovations in real time. And because all products within the Mobile 
First infrastructure share a single architecture, you can deploy a single set of hardware components 
across the entire company and manage them all from anywhere with the Mobile First platform.

Designed to enrich the mobile experience and secure IoT for operational technologies, the Mobile 
First platform acts as a rich source of insights for business and IT. The platform’s focus on mobile and 
IoT clearly differentiates Aruba and helps companies accelerate innovation within the Aruba 
 technology ecosystem, which speaks to Aruba’s commitment to open standards.

Consisting of third-party IT services as well as business and end-user facing applications, the Aruba 
technology ecosystem allows developers to freely innovate and customize networking functions 
dynamically in real time by using the rich contextual data that mobile and IoT devices collect.

Aruba Switch solutions
Although Aruba is known for its industry-leading wireless solutions with technologies such as 
ClientMatch, AppRF, and 802.11ac Wave 2, as an HPE company, it has also gained strength as a 
wired solution provider. The sample architecture shown in Figure 1-2 illustrates the power of a  unified 
wired and wireless architecture. The wired network consists of Aruba 3810 or 5400R switches at the 
core and Aruba 3810 or 2930F switches at the access layer. Aruba AP 330s, controlled by  centralized 
Aruba Mobility Controller 7240s, provide wireless services, while Aruba AirWave delivers on- premises 
network management and Aruba ClearPass Policy Manager, user and access management.

AP-330

Mobility Controllers 
7240 

MoM bilil ty CControllllers

3810 or 5400R
stacks for the core

A

3810 or 2930F stacks for 
the access layer

Aruba ClearPass
Policy Manager

Aruba AirWave
On-premises management

0

Figure 1-2 Aruba Switch solutions




