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About the Authors
The material in this Study Guide was developed by the Aruba Education Development team of Leo 
Banville, Venu Dhanraj Puduchery, Kevin Zhu, Fardin Rahim Raoufi, and Kimberly Graves.

About the Technical Editor
Steve Sowell has been an IT professional and entrepreneur since 1984, with a focus on WLAN tech-
nologies for the past 16 years. He has sold, designed, and deployed WLANs covering millions of 
square feet, for sporting arenas, hospitals, offices, and outdoor areas. He has been a courseware devel-
oper, editor, and author for fifteen years, and an industry-certified instructor and engineer since 1994.

Introduction
This study guide is based on the Aruba courseware title Scalable WLAN Design and Implementation. 
It will help you to prepare to take the Aruba Certified Mobility Professional (ACMP) exam. The 
material in this book will also help you to understand advanced features of an HPE Aruba WLAN 
solution, and to understand, deploy, and configure scalable HPE Aruba-based WLAN systems.

Certification and Learning
Hewlett Packard Enterprise Partner Ready Certification and Learning provides end-to-end continu-
ous learning programs and professional certifications that can help you open doors and succeed in the 
idea economy. We provide continuous learning activities and job-role based learning plans to help 
you keep pace with the demands of the dynamic, fast paced IT industry; professional sales and tech-
nical training and certifications to give you the critical skills needed to design, manage and imple-
ment the most sought-after IT disciplines; and training to help you navigate and seize opportunities 
within the top IT transformation areas that enable business advantage today.

As a Partner Ready Certification and Learning certified member, your skills, knowledge, and real-
world experience are recognized and valued in the marketplace. To continue your professional and 
career growth, you have access to our large HPE community of world-class IT professionals, trend-
makers and decision-makers. Share ideas, best practices, business insights, and challenges as you gain 
professional connections globally.

To learn more about HPE Partner Ready Certification and Learning certifications and continuous 
learning programs, please visit http://certification-learning.hpe.com.

Audience
This book is designed for presales solution architects involved in supporting the sale of scalable, 
enterprise-class HPE Aruba WLAN solutions. It is also designed for engineers that need to learn how 
to deploy and configure these solutions.
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Assumed Knowledge
Typical candidates for this certification are networking IT professionals with a minimum of one to 
two years’ experience in deploying mobility solutions for the enterprise. It is assumed that you have 
a good understanding of working with WLAN technologies and have an interest in learning about 
how to deploy the HPE Aruba product portfolio in larger, more complex, and more scalable 
solutions.

Since this book covers more advanced level topics and information, it is assumed that you have 
already completed the Implementing Aruba WLAN course or have studied the material within the 
related Aruba Certified Mobility Associate Study Guide.

Minimum Qualifications
The pre-requisite qualifications for the Aruba Certified Mobility Professional (ACMP) V8 certifica-
tion are the Aruba Certified Mobility Associate (ACMA) V8 or Aruba Certified Mobility Associate 
(ACMA) V6.4 certifications.

Relevant Certifications
After you pass these exams, your achievement may be applicable toward more than one certification. 
To determine which certifications can be credited with this achievement, log in to The Learning 
Center and view the certifications listed on the exam’s More Details tab. You might be on your way 
to achieving additional certifications.

Preparing for Exam HPE6-A44
This self-study guide does not guarantee that you will have all the knowledge you need to pass the 
exam. It is expected that you will also draw on real-world experience and would benefit from com-
pleting the hands-on lab activities provided in the instructor-led training.

Recommended HPE Training
Recommended training to prepare for each exam is accessible from the exam’s page in The Learning 
Center. See the exam attachment, “Supporting courses,” to view and register for the courses.

Obtain Hands-on Experience
You are not required to take the recommended, supported courses, and completion of training does 
not guarantee that you will pass the exams. Hewlett Packard Enterprise strongly recommends a com-
bination of training, thorough review of courseware and additional study references, and sufficient 
on-the-job experience prior to taking an exam.
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Exam Registration
To register for an exam, go to http://certification-learning.hpe.com/tr/certification/learn_more_about_ 
exams.html 



vii

CONTENTS

 1 Introduction and Aruba Architecture ..............................................1
Aruba Architecture review .......................................................................1

OS 8.X architecture ...........................................................................1
Master-Local versus MM-MC..............................................................3
MC as L2 switch or L3 router .............................................................4
AP terminology .................................................................................5

Configuration hierarchy ...........................................................................6
Partial configuration model (Master-Local) ..........................................6
Full configuration model (Mobility Master) ..........................................6
Hierarchical configuration/monitoring model ......................................7
Hierarchical configuration (device) .....................................................8
Forwarding WLAN user traffic ...........................................................9
Remote access options .....................................................................10
Tunneled node ................................................................................11
IAP clusters .....................................................................................11
Learning check ...............................................................................12

Aruba OS Features ...............................................................................13
Aruba firewall ................................................................................13
Clustering overview .........................................................................14
MM AirMatch .................................................................................15
ClientMatch ....................................................................................17
MultiZone AP ..................................................................................18
Loadable Service Modules ...............................................................19
Learning check ...............................................................................20
Multi-site MM/MC topology ............................................................20

 2 Mobility Master Redundancy .......................................................23
MM redundancy overview .....................................................................23

Why MM redundancy? ...................................................................23
MM redundancy overview ...............................................................24
MM redundancy components ...........................................................25

VRRP configuration................................................................................26
VRRP operation ..............................................................................26
VRRP configuration .........................................................................27
VRRP pre-emption ...........................................................................28



viii

VRRP packet capture .......................................................................29
Checking VRRP status ......................................................................30
Learning check ...............................................................................31

MM redundancy DB synchronization ......................................................32
MM database synchronization .........................................................32
MM synchronization warning ..........................................................33
MM redundancy IPsec parameter .....................................................34
Enable Master redundancy DB synchronization .................................35
Check MM redundancy status ..........................................................36
Validating MM DB synchronization ..................................................37
Learning check ...............................................................................37

 3 Mobility Master and MC Operations ............................................39
MM redundancy overview .....................................................................39

MM architecture .............................................................................39
Architecture at a glance ..................................................................40
Multi-Controller configuration ..........................................................40
Adding MD/MC manually ...............................................................41
MC Zero Touch Provisioning ............................................................42
Learning check ...............................................................................42

Licenses ................................................................................................43
Calculating licensing requirements ...................................................43
Licenses ..........................................................................................43
Advanced licensing features ............................................................46
Device-specific (physical controller) licenses ......................................46

License pool ..........................................................................................47
Global pool (MM) ...........................................................................47
Dedicated license pools ...................................................................48
Learning check ...............................................................................49
Creating a global pool ....................................................................49
Creating a local license pool ............................................................50
Adding a device-specific license .......................................................51
Learning check ...............................................................................52

 4 MultiZone ..................................................................................53
MultiZone overv iew ...............................................................................53
MultiZone terminology ...........................................................................54

What is a zone? .............................................................................54
Zone roles ......................................................................................55
What is a MultiZone AP? .................................................................56



ix

MultiZone topology examples ..........................................................57
MultiZone AP functional flow ...........................................................58

MultiZone configuration .........................................................................58
MultiZone WebUI configuration .......................................................58
Step 1: Create MultiZone profile on PZ .............................................59
Step 2: MultiZone profile parameters ................................................60
Step 3: Attach the MultiZone profile to an AP group ..........................61
Step 4: Configure same AP group name in DZ ..................................61
Step 5: DZ—Configure and assign WLAN to AP group .....................62
MultiZone CPsec on DZ ...................................................................63
DZ licenses .....................................................................................64
MultiZone limitations .......................................................................64
Learning check ...............................................................................64

MultiZone common troubleshooting commands .......................................65
Troubleshooting—show log security ..................................................65
Troubleshooting—show ap database ................................................65
Troubleshooting—show ap debug multizone .....................................65
DZ WLAN configuration ..................................................................66
Troubleshooting—show ap bss-table .................................................66
Troubleshooting—show log system (n) ..............................................67
Learning check ...............................................................................67

MultiZone use cases ..............................................................................68
MultiZone AP use case—Multi-tenancy .............................................68
MultiZone AP use case—guest access ...............................................69
Guest access solution in AOS 6.X .....................................................70
Guest access solution in AOS 8.1 .....................................................71
Learning check ...............................................................................72

 5 Introduction to Clusters ...............................................................73
Clustering overview ...............................................................................73

What is clustering?..........................................................................73
Why clustering? ..............................................................................73
Cluster deployment considerations ....................................................75
Cluster capacity ..............................................................................76
Learning check ...............................................................................76

Clustering mechanism ............................................................................77
Cluster handshake ..........................................................................77
Cluster leader election .....................................................................78
Cluster leader role...........................................................................79
Cluster connection types ..................................................................80
L2 versus L3 cluster member connections ...........................................81



x

Cluster redundancy ...............................................................................82
Cluster role introduction...................................................................82
Cluster roles - AAC .........................................................................83
Cluster roles—AAC failover .............................................................84
Cluster roles—UAC .........................................................................85
Cluster roles—UAC anchoring .........................................................87
Cluster roles—mapping table ...........................................................88
Cluster GRE tunnels .........................................................................90

Client stateful failover ............................................................................90
Stateful failover conditions ...............................................................90
Stateful failover functionality ............................................................92
Clustering (8.X) versus AP Fast Failover (6.X) ....................................93
Learning check ...............................................................................93

Clustering configuration and monitoring .................................................94
Cluster configuration—Step 1 ..........................................................94
Cluster configuration—Step 1 (cont.) ................................................94
Cluster configuration—Step 2 ..........................................................95
Basic cluster show commands ..........................................................96
Cluster dashboard ..........................................................................96
Monitor A-AAC/S-AAC cluster roles ................................................97
Monitor A-UAC/S-UAC cluster roles ................................................98
Learning check ...............................................................................98

 6 Advanced Clustering ..................................................................99
Cluster load balance overview ...............................................................99
Client load balancing ............................................................................99

Reason for client LB .........................................................................99
Reason for Client LB (cont.) ............................................................101
Client LB triggers ...........................................................................102
Client LB calculations .....................................................................102
Client LB trigger example ...............................................................103
Client LB configuration...................................................................104
Client LB validation .......................................................................105
Learning check .............................................................................106

AP load balancing ..............................................................................106
AP LB overview .............................................................................106
New AP distribution in a cluster .....................................................107
AP LB triggers ...............................................................................108
AP LB configuration .......................................................................109
AP LB validation ...........................................................................110



xi

AP LB—validate AP load distribution ..............................................111
Learning check .............................................................................111

AP termination ....................................................................................112
AP termination in cluster—Part 1 ....................................................113
AP termination in cluster—Part 2 ....................................................114
Configured AP ..............................................................................114
AP termination—validation ............................................................115
Redundancy example ....................................................................116
Cluster and AP groups ..................................................................117
Learning check .............................................................................118

Additional advanced features ..............................................................118
The apmove command ..................................................................118
apmove example ..........................................................................119
Authorization without Authorization Server  
Interaction (ASI) ............................................................................119
Authorization with ASI ..................................................................121
Configuring VRRP .........................................................................124
VRRP validation ............................................................................125
VRRP validation (cont.) ..................................................................127
Learning check .............................................................................127

Clustering troubleshooting....................................................................127
Cluster formation issue ..................................................................127
Cluster not L2-connected ................................................................129
Learning check .............................................................................129

 7 Mobility ...................................................................................131
Mobility overview ................................................................................131

Mobility (roaming) overview ..........................................................131
Standard 802.11 mobility .............................................................132
Aruba mobility .............................................................................134
Learning check .............................................................................134

Legacy mobility ...................................................................................135
Aruba centralized management .....................................................135
Single controller mobility ...............................................................136
Legacy inter-controller mobility ......................................................137
Legacy Layer 2 mobility .................................................................138
Enabling legacy inter-controller L2 mobility .....................................139
Legacy Layer 3 IP mobility .............................................................140
Legacy Layer 3 mobility example ...................................................142
Mobility domain roaming ..............................................................143



xii

Configure legacy inter-controller L3 mobility ..........................................144
Define L3 domain and Home Agents Table (HAT) .............................144
Enable IP mobility per MC .............................................................145
Enable mobile IP per VAP ..............................................................146
Monitor mobile clients ...................................................................147

Clustering mobility ..............................................................................148
L2 clustering mobility overview .......................................................148
Clustering mobility example (L2 or L3) ............................................150
Monitor clusters ............................................................................152
Learning check .............................................................................152

802.11r (Fast BSS Transition) ...............................................................153
IEEE 802.11r ................................................................................153
802.11r configuration ...................................................................155
Validate client support for 802.11r .................................................157
Learning check .............................................................................157

 8 Advanced Security....................................................................159
Multiple RADIUS servers and AAA fast connect .....................................159

Advantage of multiple RADIUS servers ...........................................159
Server list order—fall through ........................................................159
Server list order—fail through ........................................................160
Enabling fail-through and load-balancing .......................................161
Dynamic server selection ...............................................................162
Writing server matching rules ........................................................163
Matching rules ..............................................................................164
Trim FQDN option ........................................................................165
Learning check .............................................................................166

EAP termination ..................................................................................166
EAP authentication ........................................................................166
AAA FastConnect/EAP Termination ................................................167
Enabling AAA FastConnect ...........................................................168

Machine authentication .......................................................................169
Role assignment with machine authentication enabled .....................170

Blacklist ..............................................................................................171
Blacklist due to failed authentication ...............................................171
Setting authentication failure blacklist time ......................................172

Port and VLAN ACLs ...........................................................................172
Port ACLs versus VLAN ACLs .........................................................172
Wired access control .....................................................................173
Controller ports .............................................................................174



xiii

Wired AAA profile examples .........................................................174
Wired port settings in AP ...............................................................175
Mapping AAA profile ...................................................................176
Mapping Ethernet link and wired AP profiles...................................177
Wired port controller settings .........................................................178
Mapping AAA profile to a VLAN interface .....................................179
Learning check .............................................................................180
Global firewall settings ..................................................................180

Certificates .........................................................................................182
Client and server certificates ..........................................................182
Obtaining server certificates ..........................................................182
Import certificate to controller .........................................................183
Checking CRLs and expiration alert ................................................184
Learning check .............................................................................184

 9 Role Derivation ........................................................................185
Roles, policies, and rules ......................................................................185

Aruba firewall review ....................................................................185
Aruba firewall ..............................................................................186
Identity-based Aruba firewall .........................................................187
Centralized and consistent security .................................................188
Aruba role derivation example ......................................................189
Learning check .............................................................................189
Role derivation sequence ...............................................................190
Role assignment ............................................................................190

User rules ...........................................................................................191
WLAN and user rules ....................................................................192
WLAN and user rules (cont.) ..........................................................193
Learning check .............................................................................193

Server derivation ................................................................................194
MC–Server communication ............................................................194
MC and ClearPass ........................................................................195
VSA examples ..............................................................................196
Configure WLAN to use server-derived roles ...................................199
Aruba VSA in ClearPass................................................................200
RADIUS attribute—Windows NPS ..................................................201
Server role derivation—RADIUS attributes ......................................202

Default roles .......................................................................................203
WLAN AAA profile—initial and authentication default role ..............203
Learning check .............................................................................204



xiv

Bandwidth limits ..................................................................................204
Role bandwidth limits ....................................................................204
Role application bandwidth limits ...................................................205
Learning check .............................................................................206

Troubleshooting ...................................................................................206
Assess client roles .........................................................................206
AirWave user role derivation command ..........................................207
AirWave—Show user mac <mac_address> ....................................207
ClearPass Access Tracker ...............................................................208
Role bandwidth limitation ..............................................................208

 10 Remote Access .........................................................................211
Remote access options .........................................................................211
RAP introduction .................................................................................212

RAP overview ...............................................................................212
RAP advantages ...........................................................................212
RAP encryption .............................................................................213
RAP VPN IKE or certificate .............................................................214
Deployment options ......................................................................215
RAP controller assignment .............................................................216
Learning check .............................................................................217

RAP WLAN ........................................................................................217
RAP WLAN forwarding modes ......................................................217
RAP tunnel mode WLAN ...............................................................218
RAP bridge mode WLAN ..............................................................219
RAP split-tunnel mode WLAN ........................................................220
WLAN examples ..........................................................................221
RAP WLAN operation mode ..........................................................221
Learning check .............................................................................222

Configuring RAP .................................................................................222
RAP configuration steps .................................................................222

Configuring WLAN & role ...................................................................224
Split-tunnel policies .......................................................................224
Split-tunnel policy .........................................................................224
WLAN configuration .....................................................................225
VAP forward mode—Split-tunnel ....................................................226

VPN IKE setup.....................................................................................228
VPN address pool and IKE key ......................................................228

RAP staging ........................................................................................229
RAP staging review .......................................................................229
RAP staging configuration .............................................................230
RAP staging configuration (cont.) ...................................................230



xv

RAP ZTP .............................................................................................231
ZTP ..............................................................................................231
Whitelist .......................................................................................232
Aruba Activate .............................................................................233

Local configuration ..............................................................................234
Local IAP GUI—Conversion to RAP.................................................234
RAP authentication (optional) .........................................................235
Learning check .............................................................................236

RAP troubleshooting ............................................................................236
RAP monitoring ............................................................................236
Certificate RAP/IKE RAP ................................................................236
RAP VPN connection .....................................................................237

RAP redundancy .................................................................................238
RAP redundancy ...........................................................................238
RAP cluster redundancy .................................................................239
Learning check .............................................................................240

Virtual Intranet Access (VIA).................................................................240
VIA introduction............................................................................240
VIA configuration profiles ..............................................................241

VIA MC configuration..........................................................................242
Web authentication—downloadable VIA ........................................242
VIA client role ...............................................................................243
VIA authentication profile ..............................................................244
VIA authentication server group .....................................................244
VIA connection profile ...................................................................245
Learning check .............................................................................246

Client VIA download and install ...........................................................246
Downloading VIA—MAC OS, Windows ........................................246
Smartphone download ..................................................................247
VIA client configuration .................................................................248

Troubleshooting VIA ............................................................................248
MC—Troubleshooting ....................................................................248
Client troubleshooting....................................................................249
Client troubleshooting (cont.) .........................................................250
Learning check .............................................................................252

 11 Voice Optimization and UCC .....................................................253
Quality of Service (QoS) ......................................................................253

What is QoS? ...............................................................................253
Why QoS? ...................................................................................254
What is Wi-Fi Multimedia (WMM)? ...............................................255



xvi

How WMM works .........................................................................256
What is Differentiated Services Code Point (DSCP)? .........................257
End-to-end QoS ............................................................................259
DSCP mapping for WMM AC configuration ....................................260
DSCP EF-46 and WMM mapping problem .....................................261
Learning check .............................................................................262

UCC...................................................................................................262
What is UCC? ..............................................................................262
Recommended deployment topology—AOS 8.x ..............................262
UCC deployment modes overview ..................................................263
WMM-only mode .........................................................................264
UCC heuristics mode .....................................................................265
UCC SDN API mode (SfB ONLY) ....................................................266
QoS remarking example in UCC mode ...........................................267
Learning check .............................................................................268

UCC configuration, monitoring, and troubleshooting..............................269
UCC heuristics mode configuration—step 1 ....................................269
UCC heuristics mode configuration—step 2 ....................................270
UCC heuristics mode configuration—step 3 ....................................271
UCC heuristics mode configuration—step 4 ....................................272
UCC heuristics mode configuration—step 5 ....................................273
UCC heuristics mode configuration—step 6 (Optional) .....................274
UCC monitoring in global view ......................................................275
UCC monitoring in global view—Wireshark example ......................276
UCC monitoring in client view ........................................................278
UCC dashboard on AirWave Management Platform ........................278
UCC Dashboard on AirWave Management Platform (cont.) .............279
UCC troubleshooting—show ucc ....................................................279
UCC troubleshooting—show datapath ............................................280
Learning check .............................................................................281

 12 Mesh .......................................................................................283
Mesh introduction ...............................................................................283

Why do you need mesh? ...............................................................283
Where do you need mesh? ............................................................284

Mesh basics ........................................................................................284
Mesh components .........................................................................284



xvii

Controller and AP support ...................................................................286
Mesh details and best practices ............................................................286

Multi-hop mesh deployment ...........................................................286
Mesh security and scalability .........................................................287
Mesh channel selection ..................................................................288
Mesh deployment models ..............................................................289
Thin AP services with wireless backhaul deployment ........................289
Point-to-point deployment ..............................................................290
Point-to-multipoint deployment .......................................................291
Learning check .............................................................................291
Single cluster with multiple portals ..................................................292
Multiple clusters and cluster priority ................................................292
Mesh cluster redundancy—introduction ..........................................293
Mesh cluster redundancy—failure condition ....................................294
Mesh cluster redundancy—failover .................................................295
Remote mesh portal ......................................................................295
RMP components ..........................................................................296

Configuring a mesh network ................................................................296
Configuration—mesh cluster profile ................................................296
Configuration—mesh radio profile .................................................297
Configuration—advanced mesh radio profile ..................................298
Best practices ................................................................................299
Learning check .............................................................................300

 13 Administration .........................................................................301
Management accounts and password esetting .......................................301

Management user account roles .....................................................301
Creating admin user accounts ........................................................302

Guest provisioning ..............................................................................302
Guest-provisioning account............................................................302
Guest-provisioning user tasks .........................................................303
Configure guest-provisioning setup .................................................304
Configure guest fields ....................................................................304
Configuring page design ...............................................................305
Configuring email messages ..........................................................306
Configuring a guest-provisioning user ............................................307
Learning check .............................................................................308



xviii

Management authentication with RADIUS and TACACS .........................308
Using RADIUS for admin authentication ..........................................308
Setting admin authentication options ..............................................309
Configuring a TACACS server ........................................................309

Seamless logon (remote telnet and SSH) ................................................310
Console access control and remote telnet and SSH .................................310

Disabling console access ...............................................................310
Resetting admin or enable password ..............................................311
Learning check .............................................................................312

 14 Operations ...............................................................................313
Upgrading images ..............................................................................313

Loading a new image....................................................................313
Load image to MM via LCD ...........................................................313
Load image to MM via WebUI or CLI..............................................314
Load image to MC via WebUI or CLI ..............................................315

Centralized upgrade ...........................................................................316
Centralized image upgrades ..........................................................316
Creating an upgrade profile ..........................................................316
Upgrading an MC ........................................................................317
Upgrading an MC (cont.) ..............................................................319
Multi-image version upgrades ........................................................320
Learning check .............................................................................320

AP image preload ...............................................................................320
AP preload overview .....................................................................320
AP image preloading ....................................................................323
AP image .....................................................................................324

Cluster upgrade ..................................................................................325
Cluster AOS upgrade ....................................................................325

Basic requirements for In-service upgrade .............................................325
Cluster RF coverage ......................................................................326
How it works ................................................................................326
Cluster upgrade ............................................................................327
AP partitions ................................................................................328
Assign target MC ..........................................................................329
MCs download new OS ................................................................330
Upgrade MC AOS ........................................................................331
MC and AP upgrade .....................................................................332
Cluster upgrades ...........................................................................333
Learning check .............................................................................333



xix

Managing configuration files and bulk edits ..........................................334
Managing configuration files .........................................................334
Bulk edit .......................................................................................336

Serviceability ......................................................................................337
Auto roll-back...............................................................................337
Disaster recovery ..........................................................................337

Loadable Service Modules (LSM) ..........................................................338
Downloading a service package ....................................................339
Activating and removing service packages......................................340

Downloadable Regulatory Table (DRT) and technical support ..................341
Downloadable Regulatory Table (DRT) ............................................341
Copy the regulatory-cert file ..........................................................342
Activate the regulatory-cert ............................................................343
Technical support ..........................................................................344
Generating tar logs .......................................................................344
Generating a tech support file ........................................................345
Generating a crash dump ..............................................................346
Learning check .............................................................................346

 15 AirGroup .................................................................................347
AirGroup introduction .........................................................................347

Bonjour and DLNA .......................................................................348
The Aruba AirGroup solution ...............................................................349
Configuration .....................................................................................351

Enable AirGroup protocols ............................................................351
Enable AirGroup services ..............................................................352
Service-based policies ...................................................................353
ClearPass integration ....................................................................354

Dashboard .........................................................................................355
AirGroup summary .......................................................................355
AirGroup servers ..........................................................................356
AirGroup users .............................................................................357
Server Activity tab .........................................................................358

Troubleshooting ...................................................................................358
Servers and users..........................................................................358
Monitoring servers and users .........................................................359

 16 Tunneled Node .........................................................................361
Wired security risks .............................................................................361

Wired access security risks ............................................................361
Unified policy enforcement for wired and wireless clients .................362



xx

Tunneled node ....................................................................................363
Centralized security policy and authentication .................................364
Port-based tunneled node ..............................................................365
User-based tunnel node .................................................................366
Per port versus per user tunneled node ...........................................367
License requirements .....................................................................368
Learning check .............................................................................368

Per port tunnel ....................................................................................368
Per-port mode ..............................................................................368
Tunneled node authentication .........................................................369
Tunneled node switch configuration ................................................370
Tunneled node MC configuration ....................................................371
Monitor users ...............................................................................372

Per-user tunnel ....................................................................................373
Per-user mode ..............................................................................373
Per-user switch tunnel configuration ................................................374
802.1X and MAC authentication ...................................................375
Configure ClearPass for wired 802.1X ...........................................375
ClearPass enforcement profile ........................................................376
Learning check .............................................................................376

Monitoring and troubleshooting ...........................................................377
Monitoring and troubleshooting (cont.) ...........................................377
Aruba switch logs .........................................................................378
Monitoring and troubleshooting (cont.) ...........................................378
MC tunneled node ........................................................................379
MC tunnel ....................................................................................379
MC tunneled user ..........................................................................380
Learning check .............................................................................380

 17 Introduction to AirWave ............................................................381
Introduction to AirWave.......................................................................381

AirWave features ..........................................................................381
The AirWave platform ...................................................................382
AirWave architecture ....................................................................383
Monitor and manage device communication ...................................384
AirWave monitoring .....................................................................386
Main toolbar ................................................................................387
Main toolbar (cont.) ......................................................................388



xxi

Folders and groups .............................................................................389
Manage devices in folders .............................................................390
Adding a new folder .....................................................................391
Configure devices in groups ...........................................................392
Group definition ...........................................................................392
New groups .................................................................................393
Folder and group conflicts .............................................................394
Learning check .............................................................................395

Device credentials ...............................................................................395
Default device credentials ..............................................................395
Specific device credentials .............................................................396

Adding devices ...................................................................................397
Methods to add devices to AWMS ..................................................397
Manually adding a device .............................................................397
Manually adding device credentials ...............................................398
Importing devices via CSV .............................................................399
Learning check .............................................................................400

Dynamic installation ............................................................................401
Automatic discovery ......................................................................402
Adding new devices ......................................................................403
Moving device folder and/or group ...............................................404
Changing a device group or folder ................................................405
Learning check .............................................................................405

 18 AirWave Network Health .........................................................407
Home tab ...........................................................................................407

Network RF performance—Client overview .....................................408
Network RF performance—Client detail ..........................................409
RF capacity ..................................................................................410
RF capacity detail .........................................................................411
Network deviation ........................................................................412
AppRF .........................................................................................413
AppRF (cont.) ...............................................................................414
AppRF application detail ...............................................................415
AppRF application detail—Devices .................................................416
Learning check .............................................................................416
Client overview .............................................................................417
Client overview (cont.) ...................................................................418
UCC—voice .................................................................................419



xxii

Clarity ................................................................................................419
Network issues .............................................................................419
Controller in line ...........................................................................420
Clarity Live failures ........................................................................421
Clarity Live failures (cont.) ..............................................................422
Clarity time...................................................................................423
Clarity synthetic ............................................................................424
Clarity mobile app ........................................................................425
Learning check .............................................................................425

 19 AirWave Troubleshooting Clients and Wireless Networks ...........427
Find clients .........................................................................................427

Client issues ..................................................................................427
Searching for users .......................................................................428
Associated client status ..................................................................429
Unassociated client status ..............................................................430
Unassociated client .......................................................................431
Client trying to associate ...............................................................432
Client associating—MC and AP .....................................................433
Client associating—controller AP....................................................434
Client associating—IAP .................................................................436
802.11 and 802.1X negotiation—IAP ............................................436
Learning check .............................................................................437

Associated client .................................................................................437
Associated client diagnostics ..........................................................437
Client diagnostic graphs ................................................................438
Associated client thresholds ...........................................................439
Understanding SNR ......................................................................439
Low average SNR—further analysis ...............................................440
Low average SNR—further analysis (cont.) .....................................441
Low average SNR—resolution ........................................................441
Client diagnostic—AppRF ..............................................................442
Client diagnostic—Clarity ..............................................................442
Diagnostic—radio utilization .........................................................443
Diagnostic—wireless quality ..........................................................444
Wireless quality ............................................................................444
Wireless health issues ....................................................................445
Spectrum analysis .........................................................................446
Learning check .............................................................................447



xxiii

Diagnose and monitor .........................................................................448
Diagnose APs ...............................................................................448
Diagnose APs—(cont.) ..................................................................449
Monitor APs .................................................................................450
Monitor APs (cont.) .......................................................................450
AP issues ......................................................................................451
Controller/switch issues .................................................................452
Controller/switch ..........................................................................453

Cluster monitoring ...............................................................................454
Cluster monitor .............................................................................454
Monitoring Cluster1 ......................................................................454
Troubleshooting steps ....................................................................455
Learning check .............................................................................456

 20 AirWave VisualRF, Reports, Alerts .............................................457
Understand VisualRF display options ....................................................457

QuickView navigation ...................................................................457
Views ...........................................................................................458

Understand heat maps and location information ....................................459
VisualRF floor view .......................................................................459
VRF AP properties .........................................................................460
VRF client properties .....................................................................460
Learning check .............................................................................461

Visual AppRF ......................................................................................461
VisualRF—view apps .....................................................................461
Channel overlays ..........................................................................462
Record and playback ....................................................................462
VRF—AP/device monitor page ......................................................463
VRF—client detail .........................................................................464

Visual locate .......................................................................................464
Locate VisualRF .............................................................................464
Learning check .............................................................................465

Triggers and alerts ..............................................................................466
Triggers and alerts ........................................................................466
Creating a new trigger ..................................................................466
Configuring a new trigger .............................................................467
Alerts ...........................................................................................468
Accessing alerts ............................................................................468
Alert NMS integration ...................................................................469
Learning check .............................................................................470



xxiv

Reports ...............................................................................................471
Generated reports .........................................................................471
Defined reports .............................................................................472
Defining report types .....................................................................473
Defining custom reports .................................................................475
Report creation .............................................................................476
Client session report example.........................................................477
Learning check .............................................................................478

 21 Answers to learning checks ......................................................479

 22 Practice Test .............................................................................495
Answers to Practice Test .......................................................................502



1 Introduction and Aruba 
Architecture

LEARNING OBJECTIVES

	This module provides a review of the Aruba architecture. You will learn about controller roles, 
redundancy, and licensing before exploring hierarchy and configuration.

	Then you will review Mobility Controller (MC) use as an L2 switch or L3 router, along with 
packet flow, remote access, tunnel node, and IAP.

	Next, you will learn about Aruba features, roles, policies, and rules. Finally, you will review 
clustering, redundancy, and the MultiZone feature.

Aruba Architecture review
OS 8.X architecture
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Figure 1-1 OS 8.X architecture
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Figure 1-1 shows several possibilities for HPE Aruba architectural design. You choose the design that 
suits you best, based on scalability needs and perhaps on the pre-existing equipment.

A Mobility Master (MM) architecture can be used for medium and large networks. Figure 1-1 shows 
a Virtual Machine (VM)-based Virtual Mobility Master (VMM), which can run on VMware or 
KVM systems. You could also opt for a Hardware Mobility Master (HMM, also known as MM-HW). 
This is a hardened x86-based appliance, dedicated specifically to act as an ArubaOS 8 MM. For resil-
iency, a standby MM can be deployed on another hardware or a virtual appliance.

This design supports from 500 to 10,000 devices and up to 100,000 clients. To achieve this scalabil-
ity, the MM centralizes system management and configuration but does not terminate Access Points 
(APs). MM is the next generation controller, with significantly more functionality and flexibility. The 
MM manages Mobility Controllers (MCs) and VM-based MCs (VMCs), which terminate APs. This 
architecture became available as of ArubaOS 8. You cannot implement this architecture with earlier 
ArubaOS versions.

An MC can be a part of an MM solution, as described above. An MC can also act as a so-called  
“standalone” controller as described below.

The MC architecture can be used for the 7000-series MCs. These “standalone” controllers can sup-
port up to 64 APs and 24 Ethernet ports. The MC can also terminate various types of VPN connec-
tions, as listed below:

 Site-to-site VPN connections from remote MCs

 Remote Access Points (RAPs)

 Instant Access Points (IAPs)

 The HPE Aruba Virtual Intranet Access (VIA) client application

If you have existing 7000-series controllers that meet your scalability requirements, this is a viable 
option.

Another option for smaller networks is to use a VMC architecture. Although VMCs run ArubaOS 
8.x, you can create a standalone architecture, deployed like 7000-series controllers, without an MM. 
However, you lose some advanced 8.x features. This includes Clustering, AirMatch, and Zones.

Controllers that run ArubaOS 6.X use a Master Controller/Local Controller architecture. You know 
that the MC is a standalone controller, not managed by an MM. The Local Controller serves under 
an MC, perhaps deployed locally at another site.

You can use this same architecture with controllers that run v8.0.1 and later. Just remember, you 
lose higher-end features (Clustering, AirMatch, and Zones). This option can be used as an interim 
solution—a kind of “stepping-stone” to migrate from 6.X to 8.X. The migration tool used for this 
purpose makes reference to a Mobility Controller Master (MCM)—again, this is simply a non-MM 
Mobility Controller Master.
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Finally, the Figure 1-1 shows two options that can add compelling value to your deployment, as 
described below:

 AirWave is an SNMP-based network operations system that can manage wired and wireless 
infrastructure from Aruba and many third-party systems. You get granular visibility into devices, 
users, and applications. This increases your situational awareness toward a more proactive 
approach to network management.

 ClearPass is a policy manager for mobility solutions. It improves upon legacy, AAA-based autho-
rization with context-aware policies. ClearPass can intelligently profile devices, validate endpoint 
health, enable Bring Your Own Device (BYOD) and Internet of Things (IoT) onboarding, all 
while facilitating guest access and third-party integration.

Master-Local versus MM-MC
Master-Local

An MC can only be deployed as a physical controller, and it can terminate APs. For Master-Local 
deployments, the Master pushes only partial configuration to all the locals. This includes AP-Groups, 
Local DB, Whitelist DB, and similar items. The master will not validate the configuration before 
pushing to the locals. In other words, issues related to syntax and the range of parameter values will 
not be detected.

In this model, the master cannot push L2 and L3 configuration. This means that things such as 
VLAN, interface, and IP routing parameters must be configured separately on each local controller.

Also, features such as the Zero-Touch Provisioning (ZTP) and Disaster Recovery mode are not sup-
ported for local controllers.

MM-MC

The MM can be deployed on both physical and virtual (VM) appliances, but they cannot terminate 
APs. The MM can push full configuration to all of its managed MCs, using ZTP. The MM also vali-
dates configurations before pushing them to these MCs.

ZTP automates deployment of managed devices, enabling a more “plug-n-play” type of solution. 
With ZTP, managed devices acquire information from the network and provision themselves 
automatically.

During disruptions in MM-to-MC connectivity, you can enable Disaster Recovery mode on the 
managed MCs. This can help you to restore connectivity.




